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Abstract

Passive defense measures are used to preserve equipment and
vital installations of a country from the financial damages and
prevent or minimize human loss. In this study, a risk analysis
model was prepared and applied to Salman Farsi treatment
plant as the case study, in order to select and rank the
considerations of passive defense in water treatment plants. In
other words, risks of all threatening factors to water treatment
plants were designated separately, based on Fuzzy AHP
method. Then, the contribution of each unit of Salman Farsi
water treatment plant in total risk was determined. Obtained
results of the proposed model indicates that the factor of
earthquake has a threatening risk of 13.7% in Salman Farsi
water treatment system which is the highest risk percent. Also,
the chlorine gas storage tanks have the highest contribution in
total risk of Salman Farsi water treatment plant system.
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Table 1- Linguistic classification of hazard factors and corresponding triangular fuzzy numbers
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Level Qualitative explanation for Qualitative explanation for nuMbers
ranking degree of risk severity (s) degree of risk probability (1) (TFNs)
1 Definitely mild Definitely low (0.0,0.0,0.1)
2 Very mild Very low (0.0,0.1,0.2)
3 Nearly mild Nearly low (0.1,0.2,0.3)
4 Mild Low (0.2,0.3,0.4)
5 Slightly mild Slightly low (0.3,0.4,0.5)
6 Medium Medium (0.4,0.5,0.6)
7 Slightly severe Slightly high (0.5,0.6,0.7)
8 Severe High (0.6,0.7,0.8)
9 Nearly severe Nearly high (0.7,0.8,0.9)
10 Very severe Very high (0.8,0.9, 1.0)
11 Definitely severe Definitely high (0.9,1.0,1.0)
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Table 2- An example of pairwise comparison of main criteria for determining their weights using AHP
method

AHP (b5g; 4 Bl (359 oot 81y (hol (s )luxo 93 @1 93 dmwlilo 51 (slaiges - Jgao

Ci C C C4 Gs Weights
Cy 1 2 13 2 12 0.149
C, 12 1 15 1 13 0.082
C3 3 5 1 5 2 0.438
Cy 12 1 15 1 13 0.082
Cs 2 3 12 3 1 0.250

Table 3- Prioritizing strategies and scores assigned to them
il & aitee (51 jlial 5 121, (o olgl Y Jgoa

Rank Score Approach
1 0.112  Immunization and sealing the buildings, rooms and stores that are not used steadily
2 0.116 Investigating the possibility of using guard dogs
3 0.130 Determining the sampling frequency of water qualitative indicators
4 0.134 Locking all the electrical panels
5 0.137 Data analysis
6 0.141 Distance from borders and seas (as far as possible)
7 0.143 Separate entrance for clients' vehicles
8 0.145 Reporting and alert
9 0.146 Installing a shield in the air inlet and outlet ducts in the ventilation system
10 0.146 Establishing security units for sensitive installations (such as disinfection units)
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Table 4- Risk of each of the threatening factors as percent of the total risk
IS Seamny 5 e DS 355 Jolgs 1 S g Soumngy a0 p3 —F Jouts

Threatening factors Participation rate (%)
Cyber attacks 4.1
Explosion caused by military attacks 115
Chemical and biological hazards caused by water contamination 6
Earthquake 13.7
Water contamination 54
Landslide 4.8
Drought 3.2
Equipment failure 9.5
Lack of installation of monitoring and inspection system 9.9
Lifetime of parts 10.8
Growth of organisms and chemical leakage 51
Design problems 6.8
Inadequate / inefficient manpower 9.2
Total 100
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Analytical Hierarchy Process

Preference Ranking Organization Method for
Enrichment Evaluation

Compromise Programming

Dynamic Fault Tree Analysis

Hierarchical Fuzzy Expert System

Ordered Weighted Average

Fuzzy Multi-Attribute Decision-Making Techniques
Evidential Reasoning

Constraints in Data Quality, Time, Personnel or
Resources

Qualitative Risk Evaluation

. Fuzzy Values

. Aggregative Risk Assessment Model

. Triangular Fuzzy Number

. Characterize the Fuzzy Values of Quantitative Data
. Linguistic Terms

. Approximate Reasoning

. Severity

Likelihood

. Severity

. Vulnerability

. Magnitude

. Intensity

. Defuzzify

. Center of Area

. Aggregated Risk Rate

. Criterion

. Sub-Criterion

. Nine-Point Scale
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